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Abstract — The rapid growth of the premium cosmetics industry has significantly increased online and offline
transactions, but also heightened the risk of fraud. Traditional detection approaches often fail to capture dynamic
patterns. This study proposes a fraud prediction model using Long Short-Term Memory (LSTM), a deep learning
architecture suitable for sequential transaction data. Unlike previous studies that mainly focus on banking and
general e-commerce fraud, this research specifically addresses premium cosmetics transactions, a domain with
limited exploration. The dataset consists of 2,133 transactions with 16 features covering demographics, transaction
details, and technical attributes. After preprocessing (cleaning, normalization, categorical encoding, and sequential
arrangement), the LSTM model was trained and validated (70-15-15 split), achieving 94.2% accuracy, 91.5%
precision, 89.7% recall, 90.6% F1-score, and 0.95 AUC. These results highlight the novelty and effectiveness of
LSTM in detecting fraudulent patterns in the premium cosmetics sector, offering practical implications for
enhancing security and trust in high-value transactions.
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I.  INTRODUCTION

The premium cosmetics industry is currently
experiencing very rapid growth as the global
community's demand for beauty products increases. [1]
notes that the value of the world's premium cosmetics
market is expected to exceed USD 50 billion by 2025.
This growth not only increases the potential profit for
industry players, but also triggers a surge in transaction
volumes both online and offline. However, behind these
great opportunities, there is a serious challenge in the
form of an increased risk of fraud that harms consumers
and companies. Various forms of fraud in e-commerce
transactions, such as the use of stolen credit cards,
manipulation of customer data, and the exploitation of
system security loopholes, can have an impact on
significant financial losses and reduce consumer
confidence in premium cosmetic products [2][3].

Efforts to detect fraud have been widely carried out
using traditional approaches and machine learning
algorithms. Research by Rashid et al. (2020) shows that
simple classification algorithms, such as Logistic
Regression and Decision Tree, are still limited in
recognizing complex patterns of  fraudulent
transactions. Meanwhile, [4] used Random Forest and
Gradient Boosting to detect fraud in financial
transactions, but the results were less than optimal in

Conference on electrical engineering, informatics, industrial technology, and creative media 2025

identifying sequential patterns. In line with that,
research by [5] confirms that Deep Learning-based
models, especially Long Short-Term Memory (LSTM),
have advantages in studying sequential data and
recognizing transaction anomalies. However, most of
the previous research still focused on the banking and
digital payments sectors, so its application to the
premium cosmetics industry is relatively rare.

The urgency of this research lies in the urgent need
for a fraud detection system that is more adaptive,
accurate, and able to keep up with the development of
increasingly complex fraud patterns. Conventional
methods such as rule-based detection or simple
classification algorithms tend to be unable to anticipate
new patterns because they are static and less flexible.
This creates a loophole that can be exploited by
fraudsters. Therefore, the development of artificial
intelligence-based models, particularly Deep Learning,
is a relevant and strategic solution to meet these
challenges [6].

Several previous studies have applied classic
machine learning methods, such as Logistic Regression
and Random Forest, in detecting fraud in the financial
and digital banking sectors. However, the application of
this method is still limited to non-sequential data and is
less than optimal in identifying temporal relationships
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between transactions. On the other hand, studies that
use Long Short-Term Memory (LSTM) are more
focused on the financial domain or e-commerce in
general [7]. Thus, there is a research gap in the form of
a lack of studies that specifically discuss the application
of LSTM to detect fraud in premium cosmetics
transactions, even though this sector has a high
transaction value and is vulnerable to fraudulent
practices.

This research is expected to provide benefits both
theoretically and practically. From the theoretical side,
this study enriches the literature on the application of
Deep Learning, especially LSTM, in the field of fraud
detection with a new context in premium cosmetics
transactions [8]. From a practical perspective, the
results of this research have the potential to be the basis
for developing a more effective fraud detection system
for the premium cosmetics industry, so that companies
can improve transaction security, reduce financial
losses, and maintain consumer trust. In addition, the
resulting model can also be a reference for the
development of similar systems in other transaction
domains, such as fintech, digital banking, and other e-
commerce sectors that face similar challenges.

II. RESEARCHMETHOD

This research method is designed to build a fraud
prediction model in premium cosmetics transactions
using a Deep Learning approach, especially Long
Short-Term Memory (LSTM). The research process is
carried out through several systematic stages which
include data collection, data pre-processing, model
design, model training and validation, and evaluation
of results.
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Figure 1. Flowchart

A. Data Collection

The data used in this study consisted of 2,133
premium cosmetic transactions with 16 variables,
including Customer Age, Loyalty Tier, Location, Store
ID, Product Category, Purchase Amount, Payment
Method, Device Type, IP Address, and Fraud Flag as
target labels. This data includes customer demographic
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aspects, transaction information, and technical
parameters so that it is relevant to detect fraud patterns.

B. Pre-Processing of Data

This stage is done to ensure the data is ready to be
used in model training. The measures implemented
include:

1. Data Cleansing — Address missing values (e.g.,
empty customer age) with imputation
techniques.

2. Data Transformation — Convert categorical
features (loyalty tier, payment method, device
type, product category) into numerical forms
using one-hot encoding techniques.

3. Data Normalization — Numerical scales such as
purchase amount and footfall count are
normalized to suit the needs of LSTMs.

4. Sequential Data Generation — Transaction data
is sorted based on transaction time to match the
characteristics of the LSTM model that works
on sequential data.

C. Model Design with LSTM

The LSTM model is designed to predict whether a
transaction is potentially fraudulent or not. LSTMs
were chosen for their ability to recall long-term
information as well as recognize complex patterns in
sequential transaction data. The structure of the model
consists of:

1. Input Layer: receives the data of the pre-

processing results.

2. Hidden Layers (LSTM Units): detects
transaction patterns, including non-linear
relationships between variables.

Dropout Layer: prevents matrix

overfitting.

5. Dense Layer: classifies it into fraud or non-
fraud classes.

6. Output Layer: generates probabilities with
sigmoid activation function.

D. Model Training and Validation

The data is divided into train sets (70%), validation
sets (15%), and test sets (15%). The training process
uses a backpropagation through time (BPTT)
algorithm with an Adam optimizer and binary cross-
entropy as a loss function. Parameters such as the
number of epochs and batch size are determined
through initial experiments to get the best results.

E. Model Evaluation

Model evaluation is carried out using the following
metrics:
1. Accuracy: the correct proportion of the
prediction.
2. Precision: the proportion of fraud predictions
that are actually fraudulent.
3. Recall: the ability of the model to detect all
fraud cases.
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4. Fl-score: a balance between precision and
recall.

In addition, the AUC-ROC Curve is used to assess
the model's discriminatory ability in distinguishing
between fraudulent and non-fraudulent transactions
(8]

F. Mathematical Formulation

1) LSTM Cell Computation
Each LSTM cell updates its state through the following
equations:

fe= O'(Wf [he—1, %] + bf)

i£ = o(W;[ht—1, x¢] + by)

C; = tanh (W,[h;_q, %] + b)
Co=fo*Coq +i*C,

0 = o(W[he_1,x¢] + by)

h; = o, * tanh (C,)

where x.is the input vector, f;, i, o;are the forget, input,
and output gates, and C,is the cell state.

2) Evaluation Metrics

p - TP + TN
ceuracy =rTp A TN+ FP+FN
Precision = m
Recall = — 7
CC = TP Y FN

Precision X Recall
Fl1=2xX

Precision + Recall

A high AUC-ROC score indicates strong
separability between fraudulent and non-fraudulent
transactions.

G. Comparative Model Analysis

For benchmark purposes, LSTM performance was
compared with Logistic Regression, Random Forest,
and GRU models.

Table 1. Comparative Model Analysis

Model Accurac | Precisio | Recal Si(l);e
y (%) n(%) | 1(%) (%)
Logistic
Regressio 88.6 85.4 83.2 84.3
n
Random |, - 89.8 | 87.6 | 886
Forest
GRU 93.1 90.7 89.2 89.9
Proposed
LSTM 94.2 91.5 89.7 90.6

LSTM achieved the best balance across all metrics,
confirming its superior ability to model sequential and
temporal transaction features.
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III. RESULTS
A. Data Characteristics

Distribution of Fraud vs Non-Fraud Transactions
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Figure 2. Payment Fraud

The dataset used in this study consisted of 2,133
premium cosmetic transactions with 16 variables that
included demographic aspects, transaction details, and
technical parameters. The main variable that is the
focus is Fraud Flag which indicates the status of the
transaction, whether it is categorized as fraud (1) or
non-fraud (0). The results of the initial exploration
show that there is an imbalance in class distribution,
where the number of non-fraud transactions is much
larger than that of fraudulent transactions. This
condition is a common characteristic in fraud detection
research, as fraud cases generally only cover a small
fraction of the total transactions.

B. Transaction Nominal Analysis

Average Transaction Amount
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Figure 3. Avg Fraud

Further analysis showed that transactions indicated
by fraud had a higher average purchase value
compared to normal transactions. This phenomenon
indicates that fraudsters tend to target premium
cosmetic products at higher prices. In addition,
analysis by device type shows that transactions made
through mobile devices are more susceptible to fraud
than transactions through desktop or tablets. This can
be attributed to the vulnerability of mobile devices to
identity theft and account abuse.
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C. Analysis by Device Type

Distribution of Fraud vs Non-Fraud by Device Type
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Figure 4. Device Type

The type of device the customer uses is also
analyzed. The results show that transactions through
Mobile have a higher risk of fraud compared to
Desktop and Tablet. This can happen because mobile
devices are more vulnerable to identity theft or account
abuse than desktop devices with additional security
systems [9].

D. LSTM Model Test Results

After going through the pre-processing and
sequencing data formation stage, the LSTM model is
trained using 70% of the data for training, 15% for
validation, and 15% for testing. The main parameters
used were 50 LSTM neurons, 32 batch sizes, Adam
optimizers, loss function binary cross-entropy, and as

many as 30 epochs.
Table 2. LSTM Model

Metric Value (%)
Accuracy 94,2
Precision 91,5

Recall 89,7
F1 Score 90,6

AUC 0,95

Based on the results of the analysis, LSTM has
been proven to be effective in detecting fraud patterns
in premium cosmetics transactions. The ability of
LSTMs to process sequential data provides an
advantage over traditional methods that often fail to
recognize the temporal relationships between
transactions.

However, there are limitations in the form of data
imbalances, which have the potential to create a biased
model against the non-fraud class. To address this,
advanced research can apply data balancing methods
such as SMOTE or class weighting. In addition, the
application of Explainable AI (XAI) can help improve
the interpretability of the model, making the prediction
results more transparent to users [10].
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IV. DISCUSSION

The results of this study confirm that LSTM has
high effectiveness in detecting fraudulent transaction
patterns in premium cosmetics. The achievement of
high metrics, especially the recall value of 89.7%, is an
important aspect because in the context of fraud
detection, the ability to catch as many fraud cases as
possible is more crucial than simply reducing false
positives. Thus, this model has the potential to help
premium cosmetics companies minimize financial
losses while maintaining consumer trust in the e-
commerce services they use.

When compared to similar studies in the banking
and digital payment sectors, the performance of the
LSTM model in this study is comparable, even superior
in several evaluation metrics. This shows that LSTM-
based deep learning approaches can be effectively
adapted to different transaction domains. In addition,
the analysis of transaction behavior based on face value
and device type provides additional insights for
companies in designing a more targeted fraud risk
mitigation strategy.

Although the results obtained are quite promising,
this study has some limitations. First, the unbalanced
distribution of data makes the model potentially biased
towards the non-fraud class. Second, the use of LSTM
requires relatively high computing resources compared
to classical machine learning methods, so
implementation in a production environment with
limited infrastructure can be a challenge in itself. Third,
deep learning-based models are often considered as
black boxes so that they are difficult for management
and auditors to understand.

To overcome these limitations, advanced research
can apply data balancing methods, such as the Synthetic
Minority Oversampling Technique (SMOTE) or class
weighting, to reduce prediction bias [11]. In addition,
the optimization of model architecture and the
utilization of cloud computing technology can improve
the efficiency of training and model deployment at
scale. Integration with the Explainable AI (XAI)
approach is also highly recommended so that the
prediction results are more transparent and accountable.
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With these various developments, LSTM-based fraud
prediction models are not only relevant for the premium
cosmetics sector but also have the potential to be
applied to other domains such as fintech, digital
banking, and e-commerce in general.

V. CONCLUSSION

This research succeeded in building a fraud
prediction model in premium cosmetic transactions by
utilizing the Long Short-Term Memory (LSTM)
architecture. The test results showed that the model
was able to achieve excellent performance with an
accuracy of 94.2%, precision of 91.5%, recall of
89.7%, F1-score of 90.6%, and an AUC of 0.95. This
achievement proves that LSTM is effective in
recognizing sequential and complex transaction
patterns, as well as superior to conventional methods
such as Logistic Regression. These findings confirm
the main contribution of the research, namely the
application of LSTM in the premium cosmetics
domain that is still rarely researched but has a high
transaction value and a significant risk of fraud.

In practical terms, the results of this study provide
important implications for premium cosmetics
companies in improving transaction security, reducing
potential financial losses, and maintaining consumer
trust. The proposed model can be integrated in fraud
detection systems to identify suspicious transactions
more quickly and adaptively.

However, this study still faces several limitations,
especially related to data imbalances, high
computational needs, and low interpretability of
prediction results. Therefore, further research is
recommended to implement data balancing techniques,
optimize parameters, and integrate Explainable Al
(XAI) approaches to make predictive results more
transparent. In addition, this model also has the
potential to be further developed in other domains,
such as fintech, digital banking, and e-commerce in
general, so that the benefits can be broader and have an
impact on improving the security of transactions across
sectors.
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